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CAC CAU HOI CHUNG VE VIRUS MAY TINH

Virus may tinh 1a gi ?

Virus may tinh 1ay lan nhu thé nao ?

Loai file nao co thé phat tan virus ?

Virus s€ lam gi v&1 may tinh ?

Chung ta c6 phai s¢ virus khong ?

Virus c6 thé 4n minh trong CMOS ctia may tinh duoc khong ?

C¢ virus BIOS khong ?

bia khéi dong sach 1a gi, va lam thé nao c6 thé tao mot dia khoi dong sach ?
Mot s6 files bi nhiém CIH ma khong thé diét duoc trong Windows ?

Tai sao 1 sb virus co thé nhan dién duogc nhung khong di¢t dugc v mot sb phén mém
chéng virus ?

Virus may tinh la gi ?

Virus may tinh 1a mot chuong trinh phan mém, xin nhan manh véi cac ban no6 1a mot chuong
trinh, va chuong trinh nay duoc thiét ké dé co thé 1ay lan ra céc file chuong trinh hodc cac khu
vuc hé thong cta dia cing hay dia mém, dic diém dic trung cua chung la kha nang tu nhan
ban.Virus lu6n luén co thé tu minh 1am moi viéc ma khong can c6 sy cho phép ctia nguoi st
dung, nhung tit nhién 13 1an dau tién phai c6 mot thao tic nao d6 cua ngudi sir dung kich hoat
n6 1én (do khong biét d6 1a virus).

Virus may tinh lay lan nhw thé nao ?

Khi ban chay mgt chuong trinh da bi lay b&i mot virus, thi chuong trinh virus s€ duoc kich hoat
va cb gang dé lay vao cac chuong trinh khéc, trén may tinh cta ban hay c6 thé 13 lan ra ca mang
Internet néu nhu may tinh cua ban c6 két ndi Internet. Qua trinh nhin ban ct tiép tuc nhu vay
theo cap s6 nhan. Qua trinh 13y lan cua virus dién ra mot cach "am thim", nguoi sir dung sé
khong nhén ra diéu d6 vi sau khi thyc hién xong cong viée lay lan, chuong trinh bi 1ay nhiém
van chay binh thuong va nhu thé thi ban khé c6 thé nhan biét dugc su ton tai cla chiang khi
chung chua pha hoai. Chung ximg dang dugc mot huan chuong cho di¢p vién bi mat hang uu.

Néu may tinh bi 1y nhiém virus boot, thi virus s& c¢b tu ghi minh vao phan ding dé khai dong
may trén dia cimg hay dia mém. Va néu may tinh khac sir dung nhiing dia ndy dé khoi dong, thi
virus lai tiép tuc c6 chd dung than, ching s€ lai tiép tuc nhay vao khu vuc hé théng yéu thich cua
chung trén may tinh nan nhan nay.

Loai file nao c6 thé phat tan Virus ?

Ngay nay c6 thé néi virus co6 thé 1y nhiém bat cir loai file ndo ma trong d6 c6 chira nhitng doan
mi chuong trinh ma may tinh c6 thé "chay" duogc, khong chi nhimg file ma van thuong dugc goi
1a file chwong trinh nhu .COM, .EXE, .BAT.... Vi du, mdt s6 virus co thé lay nhiém cac ma thuc
thi trong boot sector ctia dia mém hay trong mot s6 khu vuc hé thong cua dia cimg. Va mot s6
loai virus khéc, vi du nhu virus macro, ¢ thé lay nhiém vao chuong trinh soan thao sur dung
macro cua bo Microsoft Office .DOC, .DOT, .XLS...

Virus sé lam gi véi may tinh?



Sau khi da viét ra mot virus may tinh thi phan gay tac hai c6 1& 1a phan ma da sb nhiing ké viét
virus déu rat luu tam. Chiing c6 thé cho virus nay tan pha ning né 6 dia, hé thong néu chung la
nguoi 4c ¥, hay don gian chi 1a mot cau dua vui hay nghich ngom déi chit v6i man hinh néu dé
12 mot ké vui tinh. Tuy nhién ciing c6 mot sd virus may tinh khong pha hoai gi ma chi nhan ban
1én. Nhung nhu thé d6i khi cling thanh pha hoai, vi trong qué trinh iy lan ching c¢6 thé vo tinh
pha hoai dir liéu ciia may tinh.

Chung ta ¢6 phai s¢ virus khong?

Virus méy tinh khong phai 13 quy dir, chung chi 1a cac chuong trinh c6 thé ti nhan ban trong
méy tinh cling nhu qua mang. Cac chwong trinh diét dugc thiét ké dé diét chung Néu dugc cap
nhat thuong xuyén thi cac chuong trinh diét 6 thé diét dugc hau hét cac loai virus. Phai cap
nhat thuong xuyén vi mdi loai virus méi xuat hién s& phai can nhing phuong phap diét khac
nhau, khong thé c6 chuong trinh diét virus ndo ma c6 thé diét duoc tat ca cac laoi virus, cling
nhu ddi véi virus sinh hoc vay, khong c6 loai khang sinh nao ti€u diét dugc hét bon chung.

Virus c6 thé 4n minh trong CMOS ciia may tinh dwogc khong?

Cau trd 101 1a khong. Dir liéu trong CMOS khong phai 1a cac chuong trinh thyc thi duge. CMOS
chi don thudn chira dit liéu hé thdng, d6 1a cau hinh ctua may tinh, chung dugc luu trong mot con
chip bén trong may tinh. Mot virus c6 thé thay ddi hay xoa dir liéu trong CMOS, chir khong thé
lay lan hay giau minh vao d6 duoc.

C6 virus BIOS khong ?

Theo 1y thuyét, c6 thé c6 virus 4n minh trong BIOS va duoc thyc hién tir BIOS vi ¢ d6 ¢6 ma
chuong trinh thyc thi duoc. Cong nghé hién thdi cho phép chuong trinh viét ma 1énh vao trong
BIOS. BIOS la noi luu trir phﬁn dau cua chuong trinh dugc thyc hién khi PC khoi dong. Tuy
nhién gén nhu chua xuét hién loai virus nhu thé.

Pia khéi dong sach 1a gi, va 1am thé nio c6 thé tao mot dia khoi dong sach ?

La mot dia chira cac file can thiét dé khoi dong mot hé diéu hanh. Néu ¢ hé diéu hanh DOS, dé
tao dia khdi dong thi phai ddm bao 1a may tinh ban st dung dé tao céi dia d6 khong bi nhiém
virus va gd 1énh: Format /s a:

Néu 1a Windows95/98 thi co thé tao dia khoi dong br:?u}g cach chon "Add/Remove Program"
trong Control Panel, ti€p dén chon Startup Disk va nhan vao "Create Disk". Sau khi tao dia phai
dam bao rang chung dugc dat ché do "Write protected" dé€ tir d6 chung khong bi nhieém virus.

Mt sb files bi nhiém CIH ma khéong thé diét dwoe trong Windows ?

Dung 1a mot s6 phan mém cua nudc ngoai hay bao nhu vay, nhung diéu nay khong xay ra véi
BKAV.

Tai sao mot so virus c6 thé nhan dién dwgc nhung khong thé diét dwge véoi mt so phan
mém chong virus

Trong qua trinh 1ay nhiém, mot sb file chuong trinh c¢6 thé bi virus 1am hong va khong thé khoi
phuc duoc nita. Trong truong hop d6 cac phan mém diét virus chi c6 thé bao la c6 virus, nhung
khong thé diét duoc.



Tinh hudng thir 2 13: mot s6 phan mém diét virus c6 tinh ning "phan doan" virus ma hay dugc
goi 1a tinh ning "thong minh", ¢6 nghia 12 n6 s& phan tich va dua ra nghi ngo sy xuét hién cta
virus, chir khong khang dinh duoc chinh xéc 14 c6 virus hay khong. Nhu vy s& c6 2 kha nang,
mot 1a phan mém phan doan nham, hai 1 doan dung, nhung trong ca 2 kha nang thi cling déu
khong thé diét duoc virus vi viée diét virus khong hé don gian, nhat 1a khi chua xac dinh chinh
xac virus do 1a gi.

Tinh huéng thir 3: File bi nhiém virus 14 file hé théng, tirc 1a n6 dang dugc hé théng, ma ¢ day la
hé diéu hanh sir dung. Vi vay ma phén mém diét virus khong thé nao can thi¢p vao nhiing file
do dugc (day la quy dinh cua hé diéu hanh). Do khong c6 quyen can thi€p vao nhiing file do,
phan mém s& khong thé diét virus trén file dugc. Tuy nhién diéu d6 s& khong xay ra doi véi
Bkav, do trong Bkav c6 mot s6 cong nghé dic biét xir 1y tinh hubng nay.

Virus hay chi la nhirng sw ¢6 may tinh ?

Nhu cac ban da biét, hién nay c6 rat nhiéu loai virus may tinh xut hién va cac hinh thirc pha
hoai ctia chung ciing rat da dang va ngdy cang nguy hiém. Vi thé, viéc nghi ngo va dé phong
virus tin céng mdy tinh cta ching ta, 43 duong nhu di tré thanh mot phan xa tu nhién mdi khi
gap mot véan dé la khi str dung may tinh.

Tuy nhién khong phai tat ca nhiing sy cd xay ra trén may tinh cta ban déu do virus gay ra va dé
xu ly ching ta s& phai mat rat nhiéu thoi gian ma khong dat duoc két qua g1 néu chung ta cho
rang d6 1a do virus. Hay noi cach khéc, doi khi chung ta cling d6 oan chi virus. Trong thyc té 7
ndm qua trong vi¢c tra 101 cho nguo1 str dung cac thic mac vé virus mdy tinh, ching toi thay
phai toi trén 50% céc thic mic vé chyc tric ciia may tinh khong phai do virus gay ra.

Chung ta c6 thé s& khong phai mat nhiéu thoi gian nhu thé nita néu biét duoc mot sd sy ¢b
thudng gip ma nguyén nhan c6 thé khong phai 13 do virus.

Hang ngay ching toi nhan dugc rit nhidu email va dién thoai trong d6 c6 nhiéu khach hang hoi
tu van vé cac van dé thuong gip nhu :

+ May tinh cua ban bi treo khi ban dang lam viéc

+ Chuwong trinh sogn thao Word cua ban xudt hién nhitng ky tw la

+ Chuwong trinh cua ban ty nhién khong chay

+ May tinh ciia ban khéng khéi déng dwoc va cé théng bdo 16

+ May tinh cua ban dwa ra thong bao co Virus boot khi ban cai Windows hay mot
chwong trinh hé thong nao dé

+ Ban khong thé cai dwoc Windows vi cir chay cai dat la may bj treo...

Va diéu tat nhién 13 moi ngudi nghi ngay can pham 13 virus! Sy thuc khong phai thé, nhiing
thong tin sau s€ giip ban mdt phan nao:

May tinh cua ban bi treo khi ban dang lam viéc?

Hi¢n tugng may tinh bi treo khi ban dang lam viéc hodc khi khoi1 dong lai chi dugc 10 dén 15
phut nd lai treo. Hién tuong nay thuong 1a do Chip may tinh cua ban bi néng, nguyén nhan cé
thé quat Chip cua ban bi hong hodc la chay cham, trong truong hop nay ban co thé kiém tra
ngudn cho quat hodc tra dau cho quat, néu trudong hop quat bi hong ban nén thay quat cho Chip.
Ngoai ra cling co thé do RAM hay Mainboard c6 van dé. Sau khi kiém tra hét cac van dé dé ban
hay dat nghi van cho virus.
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Chuwong trinh soan thiao Word ciia ban xuat hién nhirng ky tw la?

Chung t61 dé nhan dugc rat nhiéu thu va dién thoai cic ban hoi vé van dé nay, va gan nhu tat ca
déu do mot nguyén nhan 1a trén thanh cong cu ctia Microsoft Word c6 mot phim goi la phim
Show/Hide ( n6 c6 biéu tugng 1a "Y") phim nay c6 tac dung lam hién hodc an cac ki tu déc biét
ma Word dung dé chi dinh céc dinh dang cua no, cac d4u hiéu paragraph hodc cac ki ty an,
nhimg thir nay thuong chi phuc vu cho ban than Microsoft Word biét vé dinh dang cta vin ban,
con nguoi su dung thi khoéng céan phai biét dén. Tuy nhién, d6i khi ngudi st dung cling co nhu
cau hién nhimg théng tin nay Ién, va d6 1a nguyén nhan cua mét loat cac ky tu la xuat hién khap
man hinh. Néu gp phai hién tugng niy ban chi can tim trén thanh cong cu phim bam c6 biéu
tuong "q" va bam chuot vao phim do, cac ky tu la s€ mét di.

Chuong trinh cta ban ty nhién khong chay?

C6 thé vao mot ngay nao do, khi ban bat may tinh ciia minh 1én va click vao biéu turong cua
chuong trinh ma ban van dung hang ngay va that la ky la, thay vao giao dién cua chuong trinh
quen thugc la mot thong bao 16i rat kho hiéu cia Windows sau d6 no khong chiu lam gi nira.
Néu bj roi vao truong hop nay thi ban hay chiu kh6 doc qua thong béo 161 xudt hién. Cac thong
bao nay thuong la: Khong tim thiy file chwong trinh, khong tim thdy file dir liéu nao d6, khong
tim thy file dll ... Dbi voi nhiing théng béo nhu vay, ban chi cin ghi nhé tén file ma théng bao
chi ra, sau d6 ban st dung cong cu Search cia Windows tim file d6 trén may tinh ctia ban, néu
théy ban hay copy file d6 vao thu muc cua chuong trinh, sau do ban cho chay lai chuong trinh
néu khong duoc ban hiy thir cai lai chuwong trinh cta ban.

D6i khi c6 mot s6 chuong trinh ¢6 yéu cau ban quyén ma phién ban ban dung lai 1 ban dung
thir, va khi ban chay chwong trinh vao thoi diém hét thoi gian dung thir thi chuong trinh thuong
dua ra thong bao 16i. Trong trudng hop nay ban phai lién hé v6i nha cung cp dé mua ban chinh
thtrc.

May tinh ctia ban khong khéi dong dwgc va c6 thong bio 16i?

May tinh cta ban bong nhién khi khoi dong lai dua ra thong bao “Invalid system disk...” hoic
“System disk error...” thi c6 1€ trong 6 dia mém ctia ban dang chira mot dia mém nao d6 khong
co file h¢ thong, ban hay lay dia mém d6 ra va khoi dong lai may, moi viéc s€ on.

May tinh ciia ban dwa ra thong bao c6 Virus boot khi ban cai Windows hay mot chwong
trinh h¢ thong nao d6?

Trén mot sé6 MainBoard, nha san xuét thuong tao thém mot churc nang trong CMOS do 1a “tu
d6ng bao vé trude virus” nhung thuc té thi chire ning nay ludn dua ra canh bao khi mot chuong
trinh nao d6 (Ké ca n6 khong phai 1a virus) ghi thong tin 1én boot sector cua dia cimg, va khong
cho phép chuong trinh lam viéc d6 nita. Pé giai quyét vin dé nay ban hiy vao CMOS va
"Disable" churc nang nay di, chuong trinh cua ban s€ lai lam vi¢c binh thuong.

Ban khong thé cai dwoe Windows vi cit chay cai diit 1a may bi treo?
Ldi nay c6 thé 1a dia cing cua ban bi truc trac vé phan cirng va cling c6 thé RAM cua ban bi 13i.

Pé xir Iy tinh hudng nay ban phai kiém tra lai phan ciig ciia may, xem c6 thiét bi ndo bi long
hay khong, néu khong dugce co6 1€ ban phai goi cho ngudi bao hanh.



